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1
Decision/action requested

Approve the new KI for inclusion in TR 33.721 [1].
2
References

[1]
3GPP TR 33.721 ' Study on security aspects of 5G Mobile Metaverse services '
3
Rationale

The solution addresses key issue 2.
4
Detailed proposal
***  Start of 1st CHANGES ***
2
References

[x1] 
TR 23.700-21 Key Issue #2: Exposure of user sensitive information “Study on Application enablement architecture for mobile metaverse services”
***  End of 1st CHANGES ***
***  Start of 2nd CHANGES***
X.A
Solution #A: Using homomorphic technology processing user sensitive data
X.A.1
Introduction

This solution addresses on Key issues 2. 

In the metaverse scenario, there are various data exposure requirements between different metaverses/data sources. As mentioned in the TR 23.700-21 [x1], process and exposure the sensitive related data are very important, such as digital assets, where ownership rights are considered to be classified as sensitive information. 
Processing user sensitive data such as digital asset evaluation is common in metaverse services. For example, Investment advisory parties need to process and calculate the total value of different types of digital assets and evaluation the total value by different types, ownerships among multiple metaverses/data sources, because the value of digital assets can change rapidly. However, digital assets belong to users, and includes sensitive data. Given that different security domains may be implemented for different metaverses/ data sources, requesting the data related to the digital asset directly for statistics may have privacy issues. 
Therefore, it is vital to propose a way to do statistics without exposing for privacy in multiple metaverses/data sources. Homomorphic cryptography is a practice to process data when the data is encrypted.
X.A.2
Solution details

This solution presents the concept example of using homomorphic cryptography for user sensitive data statistics (e.g., digital asset value or evaluation) across multiple data sources, metaverses. Some details may be referenced to other solution, the solution only focuses on showing an architecture for handling sensitive user data using homomorphic encryption
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Figure X.A.2 -1 Example procedures of using homomorphic technology processing user sensitive data 
1. From Data and statistics functions to Metaverse(s)/data source(s): sends data request for statistics. The reason for the Data statistics may be various. For example, digital assets value statistics or the prices calculation across multiple metaverses/data sources.
2. Metaverse(s)/data source(s): determine the raw data that is needed to process and send for the response.

3. Metaverse(s)/data source(s): process the raw data and encrypts user sensitive data using homomorphic encryption technology. The details may be left to implementation.

4. From Metaverse(s)/data source(s) to Data and statistics functions: send data responses {encrypted user sensitive data} 

5. Data and statistics functions: upon receiving multiple response, computes homomorphic encrypted user sensitive data directly in ciphertext and generates encrypted statistics results.
6. Data and statistics functions Publishes the statistics result or sends to a consumer. 
NOTE: A publisher or a consumer shall to obtain the related homomorphic key and decrypts the result to obtain the statistics result in plaintext. The details are left to implementation.
X.A.3
Evaluation

TBD

***  End of 2nd CHANGES ***
